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1. Introduction 

Implementers of open source software1 in public administrations are no longer 

pioneers. Many now draw on more than a decade of experience and share their 

knowledge through formal and informal networks as well as at numerous events. 

This handbook aims to make that collective expertise accessible to a wider 

audience and to present the range of resources available for organisations 

interested in using open source to meet their digital needs. 

About OSOR 

The Open Source Observatory (OSOR) is a European Commission initiative 
hosted on the Interoperable Europe Portal, serving as a knowledge hub and the 
connector between European public administrations and diverse stakeholders 
involved or interested in open source. Since its inception in 2008, it has 
continuously engaged with and supported its dynamic community, promoting 
the use of open source in the public sector and providing relevant expertise and 
information. 

1.1. Who is this handbook for? 

This handbook is written for European public administrations and public officials 

seeking to develop or implement a strategy for using, contributing to or publishing 

open source software. Drawing on almost two decades of OSOR’s support to 

public administrations in developing a comprehensive approach to open source, 

this handbook brings together resources and insights derived from the collective 

experience of the OSOR community. As open source software is now widely used 

across public administrations, sharing practical experiences can help others 

address challenges and advance their own open source initiatives. 

1.2. Methodology for the handbook 

In 2023, OSOR organised a series of three workshops and three webinars to 

inform the development of this handbook. The workshops gathered experts from 

public administrations across several EU Member States, each with hands-on 

 

1 This category of software was given the name “free software” in 1983 when the GNU Project was 

launched. In 1998, a group proposed to also name it “open source software”. In this handbook the 
terms are used interchangeably. Another way to refer to it is “free and open source software” or 
“FOSS”. These terms refer to software for which users are free to use, study, modify and redistribute 
the software or modified versions thereof. Software that is not open source or free software is called 
“proprietary software”. 

https://joinup.ec.europa.eu/collection/open-source-observatory-osor
https://www.gnu.org/gnu/thegnuproject.html
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experience in designing and implementing open source strategies within their 

constituencies. 

Following each workshop, a webinar was held to present the key findings to a 

broader audience, inviting further discussion and feedback. The insights gathered 

through these sessions were then distilled and synthesised into the present 

handbook. This material was complemented by OSOR’s previous research, 

along with resources developed by the wider open source community. 

Following the publication of the handbook's initial version in February 2024, a 

community consultation was launched in autumn 2024 to gather insights and 

feedback from the OSOR network to improve this document. The OSOR team 

invited the community to participate in a month-long consultation process, during 

which members could submit suggestions and revisions. This consultation period 

concluded with a workshop in December 2024, bringing together experts and 

practitioners from across European public administrations. The feedback 

gathered through this process informed a revised edition of the handbook. 

1.3. Structure of the document 

Chapter 2 presents practical tools to support the identification and effective 

evaluation of existing open source solutions that align with organisational needs. 

It outlines key selection criteria and offers guidance on assessing the long-term 

sustainability of different options. 

Chapter 3 focuses on software development strategies when no suitable open 

source solutions are available. It compares the advantages and disadvantages 

of in-house development versus procurement and explores how to enable code 

reuse while ensuring security. 

Chapter 4 describes ways to engage with open source communities and 

contribute to existing projects. It highlights the benefits of this approach, such as 

increased transparency and capacity-building, and offers advice on evaluating 

the strengths and dynamics of different communities. 

Chapter 5 is dedicated to funding strategies for open source projects. It includes 

practical budgeting tips and showcases successful funding models. 

Chapter 6 outlines the regulatory landscape relevant to open source 

development. It covers key legal considerations, such as privacy, security, and 

licensing, while taking into account national, EU and international regulations. 

The chapter also clarifies the core principles of open source licensing. 

Chapter 7 explores different models for coordinating and governing open source 

initiatives within an organisation. It provides insights into governance structures 

that support sustainable, transparent and effective open source practices. 
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Chapter 8 provides further resources for reading and research as well as 

networks for professional exchange 
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2. Evaluating existing open source solutions 

This chapter discusses how to identify existing open source software and assess 

its suitability for organisational needs. The transparency of open source software 

enables a wide range of evaluation methods; however, effective assessment 

requires an understanding of what can be evaluated and where relevant 

information can be obtained. 

2.1. Open source catalogues 

There are multiple software catalogues dedicated to open source software. Many 

are maintained by government bodies collecting procurement data, so they may 

contain much of the information needed for an initial assessment. These 

catalogues gather information both about the software packages and about how 

these packages are used by government bodies.  

While IT managers and IT staff may primarily consult catalogues for technical 

information, policymakers can also draw value from insights into procurement 

practices, market dynamics, and regulatory considerations related to open source 

software. Catalogues help reduce the duplication of efforts. In addition, making 

catalogues publicly accessible and allowing others to submit information creates 

the possibility of a collaborative process which, like the development of open 

source software, means that the more people use the catalogue, the better it can 

get. 

Software packages generally have their own webpage, and there may be many 

other sources of information about any given package, but the value of a 

catalogue is in combining the information from many sources and presenting it in 

a standard format. Other sources of information include software bills of materials 

(SBOMs) and organised metadata such as the data used with the publiccode.yml 

toolset. 

 

https://yml.publiccode.tools/
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The following are open source catalogues created in a single country: 

▪ Interministerial Free Software Catalogue (France) 

▪ Adullact's Comptoir du libre (France) 
▪ Developers Italia Software Catalogue (Italy) 
▪ Luxembourg’s Open Data Portal (Luxembourg) 

▪ Open Technologies Organisation (ΕΕΛΛΑΚ) wiki (Greece) 
▪ Avoinkoodi.fi (Finland) 
▪ Centre for Transfer of Technology (Spain) 
▪ Opencode.de (Germany) 
▪ Developer Overheid (Netherlands) 

Local and municipal level catalogues: 

▪ Munich Open Source (City of Munich, Germany) 

▪ Barcelona Open Source Projects (City of Barcelona, Spain) 

▪ Amsterdam Open Source (City of Amsterdam, Netherlands) 

▪ Berlin Open Source (City of Berlin, Germany) 

▪ Otevřená Města / Open Cities (Association of Czech municipalities) 

Catalogues without a national connection: 

▪ FSF’s Free Software Directory 
▪ OS Geo’s “choose a project” 
▪ F-Droid’s package listing 

▪ Code Europa EU 

OSOR also maintains a broader list of resources, including project code 

repositories, where public administrations may also find useful information. 

The catalogues in the list above contain information such as: 

▪ Description of the software 

▪ List of who is using the software 

▪ Comments and ratings from the users 

▪ How to contact other users 

▪ Dependencies 

▪ Where to find the source code 

▪ Licences used and who holds the copyrights 

▪ Licence compatibility - only necessary if merging the source code with 

other packages 

▪ Maintenance status 

▪ Community size and certain health metrics 

▪ Records of validation, security audits or compliance 

▪ Location, if available, of bug reports or other issues 

▪ Links to other catalogues with data on this software 

▪ Vendors providing commercial services. 

https://code.gouv.fr/fr/sill/
https://adullact.org/association/membres/75-animations/comptoir-du-libre
https://adullact.org/association/membres/75-animations/comptoir-du-libre
https://developers.italia.it/en/software.html
https://data.public.lu/en/reuses/
https://ellak.gr/wiki/index.php?title=Πίνακας_ισοδύναμων_λογισμικών_ανοιχτού_κώδικα
http://avoinkoodi.fi/
https://administracionelectronica.gob.es/pae_Home/pae_SolucionesCTT/pae_CTT_-__Que_es_.html
https://opencode.de/en
https://developer.overheid.nl/
https://opensource.muenchen.de/
https://ajuntamentdebarcelona.github.io/en/index_en.html
https://amsterdam.github.io/
https://smart-city-berlin.de/en/knowledge/open-source
https://www.otevrenamesta.cz/
https://directory.fsf.org/wiki/Main_Page
https://www.osgeo.org/choose-a-project/
https://f-droid.org/en/packages/
https://code.europa.eu/
https://joinup.ec.europa.eu/collection/open-source-observatory-osor/oss-repositories
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Information on existing public-sector adopters (as offered, for example by the 

SILL catalogue) can help determine whether a solution is appropriate for 

administrations with similar needs or contexts. Some catalogues even include a 

communication feature to facilitate the coordination of financing when multiple 

users want to fix the same bug or add the same feature. 

Multiple catalogues have emerged as governments systematically collect 

procurement-related information. Rather than a drawback, this development 

reflects a shift from isolated internal systems to shared platforms. The goal is 

gradual improvement: encouraging collaboration between existing catalogues 

and creating more interconnected information networks. Such a coordination 

mechanism has been discussed in DG DIGIT’s report OSS Catalogue 

Benchmark. 

The practical implementation of this is the EU Open Source Solutions Catalogue, 

hosted on the Interoperable Europe Portal. This is a European Commission 

initiative that federates and aggregates national and local catalogues from across 

EU Member States in a single, searchable platform. Launched under the 

FOSSEPS (Free and Open Source Software for European Public Services) 

preparatory action. It enables public administrations to search for reusable 

software. Because the catalogue centralises access to open source solutions 

developed by and for public services, it supports cross-border collaboration, 

reduces duplication of effort, and advances the objectives of the Interoperable 

Europe Act. Public administrations wishing to contribute solutions are 

encouraged to submit them first to an existing national or local catalogue, using 

the publiccode.yml specification to ensure compatibility with the EU catalogue's 

onboarding requirements. 

2.2. Evaluating the source code 

In most cases, looking at the source code of a software package is not required. 

Nevertheless, awareness of this possibility can be useful. The availability of 

complete source code is a defining criterion of open source software, ensuring 

that at minimum the source code is available. The vast majority of projects 

voluntarily provide further information. In particular, most projects are developed 

in online repositories where each change automatically generates a record of 

what was modified, when the modification occurred, what else was changed at 

the same time, and who made the contribution. The person who made the change 

might optionally provide an explanation. 

This information can be useful for anyone wishing to audit the code, or audit a 

contributor, or to understand when or why a change was made. This should make 

it easier to make modifications or to get involved in the project as a contributor. 

https://joinup.ec.europa.eu/sites/default/files/news/2022-07/SC%20596%20OSS%20Catalogue%20Benchmark%20D01.05%20D03%20D04_final.pdf
https://joinup.ec.europa.eu/sites/default/files/news/2022-07/SC%20596%20OSS%20Catalogue%20Benchmark%20D01.05%20D03%20D04_final.pdf
https://interoperable-europe.ec.europa.eu/eu-oss-catalogue
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2.3. Aspects to consider when evaluating open source software 

When defining evaluation or selection criteria, several aspects are particularly 

relevant for open source software. 

 

Figure 1. Overview of selection criteria 

 

Source: authors’ own elaboration.  

Key aspects include: 

▪ Licensing: By determining the licence or licences used by a package, one 

can already see how the solution may be reused. To learn more about 

types of licences and their obligations, see Chapter 6: Legal framework. 

▪ Documentation: Documentation may be provided by the project’s core 

community, by user communities, or by companies offering commercial 

services related to the software. The availability and quality of 

documentation can significantly influence ease of adoption and long-term 

maintainability. 

▪ Maintenance activity: Regular updates and timely bug fixes are good 

indicators of a healthy project. Evaluating the frequency and 

responsiveness of updates and maintainers is essential to determine the 

software’s maintenance quality. Informally, some practitioners refer to the 

“lottery factor”, which reflects how many contributors would need to 

disappear before the project encounters difficulties. 

▪ Maintenance outlook: Existence of a roadmap, support for older versions 

and in some cases, the existence of specific versions with long-term 

https://en.wikipedia.org/wiki/Bus_factor
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support (LTS) may help determine whether the software aligns with 

expected usage timeline. 

▪ Community support: Active and engaged communities around open 

source projects often contribute to better support, quicker issue resolution, 

and a wealth of shared knowledge. Assessing the responsiveness and 

helpfulness of the community forums, mailing lists, or other support 

channels is important. The community has no obligation to help a specific 

user, so this may not fulfil a requirement for support, but it can be a very 

valuable resource. 

▪ Governance: Understanding the project’s governance structure and 

leadership helps in gauging its stability, decision-making process, and 

roadmap. A clear governance model can indicate the long-term viability of 

the project. 

▪ Security: Assessing the software’s security measures, regularity of 

security updates, and history of vulnerabilities is crucial. This includes 

evaluating how promptly security issues are addressed and the 

community's approach to security matters. Because open source software 

can be audited by third parties, there may be many entities publishing 

useful information about the security of a solution. 

▪ Compatibility and interoperability: Compatibility with existing systems, 

databases, formats, and standards within the organisation’s infrastructure 

is important. Because open source software presents the additional option 

of making or commissioning changes, it is worth keeping in mind that 

compatibility and interoperability are aspects that can be changed. This is 

a clear advantage over proprietary software. 

▪ Regulatory compliance: Ensuring compatibility with EU and Member 

State legislation is crucial. This may include compliance with regulations 

such as eIDAS (for electronic identification systems), GDPR for data 

protection, and the Interoperable Europe Act2. Verifying regulatory 

compliance helps guarantee that the software can be properly 

implemented within the specific regulatory context of public 

administrations. The increased transparency of open source software can 

be an advantage here, and there may also be relevant information in the 

software catalogues. Some compliance-related details may also appear in 

software bill of materials (SBOM), which are discussed in chapter 6. 

 

2 At the time of writing, some obligations of the Cyber Resilience Act (CRA) and the AI Act are not yet 

applicable but are scheduled to become applicable according to a timeline spanning 2025-2027. 

https://digital-strategy.ec.europa.eu/en/policies/eidas-regulation
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
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▪ Accessibility: For software with a user interface, assessing conformity 

with applicable accessibility requirements is important. This is another 

area where a user entity may consider making or commissioning changes. 

2.4. Evaluating the health of a project 

In addition to the abovementioned evaluation criteria for open source software, 

the health of the community behind it should be taken into account to assess the 

sustainability of the software package. One of the core benefits of open source 

software is its transparency: everyone has access to see what changes are being 

made from one version to the next. Furthermore, if the source code is hosted on 

an online platform, then there is also transparency about how many people are 

participating in a project and how active the development is.  

Leveraging the availability of this data, the open source community has come up 

with various solutions to help assess a project’s sustainability. Among these, the 

metrics developed by the CHAOSS community are one way to compare different 

measurable characteristics of open source projects. The models designed by the 

CHAOSS working groups aim to help anyone assess solutions they want to use. 

Other frameworks similarly provide metrics relevant to evaluating the 

sustainability and robustness of open source initiatives, which can be particularly 

valuable for public administrations. 

To learn more about health-related metrics, check out the following links: 

▪ OpenSSF Scorecard - Security health metrics for Open Source 
▪ All Metrics Archives - CHAOSS 

2.5. Evaluating the service ecosystem 

Because open source licences prohibit commercial restrictions, multiple 

companies can access the source code and offer technical support for a given 

software package. This creates a broader ecosystem of service providers 

capable of supporting public administrations and helping meet security, quality, 

and operational requirements.  

When looking at service providers, it is important to evaluate the presence and 

diversity of companies or individuals providing support, custom development, 

training, and consulting services for the open source project. When assessing the 

number and scale of service providers, it is also good to see if they are actively 

participating in the projects for which they provide services. This can indicate 

deeper expertise and familiarity with the software’s evolution. 

https://chaoss.community/
https://github.com/ossf/scorecard
https://chaoss.community/kbtopic/all-metrics/
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2.6. User acceptance 

Public sector services and open source software share a common challenge: 

attracting new users and ensuring their continued engagement. As users may be 

accustomed to systems and tools that that differ from the proposed open source 

alternatives, adoption benefits from ongoing dialogue and clear communication. 

Software migrations require everyone to make an effort to learn new systems, so 

it’s important to take feedback into account and to explain the reason for the 

change. Positive perceptions of the transition generally increase acceptance, 

while any inconvenience should be contextualised within broader organisational 

objectives. 

Boosting user acceptance for open source software in public administrations 

involves adopting a user-friendly approach. This can be done by prioritising user 

needs, offering thorough training and support, and trying to provide seamless 

integration with existing systems. 

Practical ways of facilitating user acceptance can involve implementing small-

scale pilot programmes for hands-on experience, showcasing success stories to 

build confidence, fostering collaboration, regularly evaluating user feedback, and 

continuously improving to meet evolving needs. 

2.7. Procurement of an external solution 

Procurement procedures are often cited as one of the main challenges to open 

source software adoption in the public sector. 

From different legal frameworks to administrative practices and budgets, 

procurement can raise many complexities; some public administrations may find 

themselves trying to work within an existing procurement procedure that doesn’t 

take open source software into account. Although practices differ across 

jurisdictions, early consideration of procurement requirements can help prevent 

obstacles later in the process. 

One important dimension concerns the development of standard procurement 

contracts by governments. Such templates can help public bodies, including 

smaller agencies, procure software or related services from large companies on 

more equitable terms. While individual agencies may have limited leverage, a 

unified contractual framework can allow all agencies to benefit from the collective 

negotiating position of the government. 

Administrations that want to use open source software should seek out vendors 

with experience leading or contributing to open source projects. Procurement 

conditions can require vendors to develop code in an open repository, and that 

the code be published under a specific open source licence or one of the pre-

approved licences. When using an existing open source project, contracts can 
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stipulate that contributions should be made upstream, i.e. back to the developers 

working the most on the project. This can be confirmed through a requirement for 

regular reporting. 

It can also be beneficial to require the vendor to prove an existing relationship 

with either the commercial open source software company that develops the open 

source software in question, or the community that carries the ownership of an 

open source project. This requirement ensures a sustainable open source 

ecosystem for the software being used, avoiding the “free-rider problem” where 

companies that do not contribute to development can offer lower prices. Such 

companies will have less knowledge of the software, which means the purchaser 

will not get all the benefits of choosing open source software. It also weakens the 

commercial environment that supports the software projects in ways which are 

generally important to public administrations, such as speed in fixing bugs, 

responding to security issues, and the long-term sustainability of the project. 

Administrations can also contractually require that vendors prove they are 

capable of providing high-quality third-level support and that they are themselves 

contributing to the security of open source base components they are using, and 

thus of the whole supply chain and the wider open source ecosystem. One way 

to indicate this would be via the employment of core contributors or successful 

past contributions to the open source software package. 

Another way to attract service providers with expertise could be to include certain 

demands for the software to be adapted in ways that are useful for the purchaser. 

This would give an advantage to companies that are involved in development, 

and it would provide extra technical benefits for the purchaser. 

While procurement plays a central role in establishing mature and sustainable 

open source adoption, it is worth noting that many open source solutions can be 

tested without procurement, as they are generally available at no cost. This allows 

administrations to explore and evaluate potential solutions prior to initiating formal 

procurement procedures. 
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3. Developing software 

While adopting existing open source solutions is often the most resource-efficient 

approach, there are occasions when no suitable software exists to meet an 

organisation's specific requirements. In such cases, public administrations may 

need to develop new software or substantially modify existing projects. This 

chapter explores the key considerations for software development in the public 

sector, whether undertaken internally or through external procurement. 

3.1. Developing software internally 

When an organisation has in-house software development capacity, it may be 

beneficial for staff to acquire familiarity with open source development practices, 

procedures, and tools. Identifying the necessary skills and workflows at an early 

stage is considered good practice, ensuring that appropriate processes are 

established before any code is published. 

Before determining the necessary expertise, it can be useful to consider whether 

the intended solution needs to be built from scratch or whether efficiency can be 

gained by building on an existing solution. 

For public administrations accustomed to relying on proprietary software, the 

standard software development model may involve defining requirements, 

creating a development team, and developing the solution internally or hiring an 

external contractor. However, the expense of software development often leads 

to a preference for purchasing existing solutions, prompting the creation of 

software only when no suitable alternatives exist. 

While entities implementing an open source strategy can follow this conventional 

approach, another option to look at existing open source solutions that can be 

reused and customised if necessary. Catalogues serve as valuable tools for 

identifying projects matching the administration’s needs and technical 

requirements, hat can be modified either internally or through contracted 

development. For example, a piece of software might meet technical 

requirements but need language support, compatibility adjustments, or additional 

security features like two-factor authentication. 

3.1.1. Developing and modifying existing projects 

Open source software allows modifications without requiring development from 

scratch. Public sector entities should take this possibility into account when 

making strategic and technical decisions. Modifying existing projects or reusing 

specific components for a new project can present a cost-effective and efficient 

approach to software development. 
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The most efficient approach is to collaborate with the existing project and seek to 

have modifications integrated into the main codebase. This minimises the risk of 

incompatible issues with a future version of the original software and lowers the 

long-term maintenance burden. Collaboration with upstream projects is 

discussed in greater detail in Chapter 4. 

An alternative approach is to “fork” the original software package. While this 

allows full control over the code, it also requires maintaining the entire codebase 

independently. This can increase complexity and make it more challenging to 

apply updates, fix bugs, and address security vulnerabilities in line with 

established IT best practices. 

3.1.2. Building internal culture and skills 

Developing an open source solution requires appropriate technical skills and 

competencies in open source software development. Where these capabilities 

are still emerging, encouraging staff to contribute to existing open source projects 

can support skills development and familiarity with open source practices. In 

2023, for example, the City of Munich created an Open Source Sabbatical, giving 

software developers – both internal employees and external professionals – 

allocated time to contribute to an open source project for a set period.  

Recruitment can also bolster internal open source development capabilities. 

Recruitment processes benefit from clearly defined skill profiles and assessment 

criteria tailored to open source development. Engaging in open source projects 

and community events an increase organisational visibility and helps build 

relevant skills and connections with communities with good candidates. Offering 

opportunities to contribute to open source projects as part of regular work 

responsibilities may also enhance the attractiveness of roles to potential 

candidates. 

A further approach is to look at open source projects to identify effective practices 

and processes, then to develop a plan to build corresponding internal skills and 

procedures. Supporting tools might include software for managing source code 

like Git and web interfaces (“forges”), such as GitLab, Pagure and Forgejo, which 

provide a range of features building on top of Git. These tools can be used online 

or installed internally. For procedures and policies, key processes to consider 

include code review, security assessment, and regulatory and licence 

compliance. 

In addition, organisations should foster an open source culture within software 

development teams to prepare them for collaborative development as part of the 

migration to an open source model. This approach focusses on knowledge 

sharing, minimised redundancy, and collaboration. Encouraging inter-team 

https://opensource.muenchen.de/sabbatical.html
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contributions helps large organisations leverage talent, adopt effective open 

source practices, and address communication and discovery challenges. 

3.2. Procurement of development services 

When considering support services for open source software, public 

administrations may rely on in-house capabilities or procure external support, 

depending on in-house resources, capacities, associated costs, and the options 

available from potential vendors. 

If the public administration decides to use external support services, this will 

usually involve tendering and contracting maintenance, updates, and any 

necessary customisations. In such cases it is advisable to seek vendors with 

demonstrable experience in leading or contributing to open source projects. For 

example, tender requirements can request vendors to develop code in an open 

repository and to release it under an open source licence. 

As with any software, keeping components updated is important for maintaining 

security. Unlike proprietary software, open source software allows anyone to 

audit, fix, and improve the code. Development and support services are often 

most effective when procured from organisations actively involved in the 

software’s development. At the same time, by splitting procurement between the 

company developing the solutions and the one maintaining it, public 

organisations can stimulate competition among businesses and avoid vendor 

lock-in. 

When external support services are part of a tender, accountability shifts to the 

chosen vendor. The procurement contract should therefore clearly define rights 

related to software sharing, documentation, configuration, and source code. 

Additionally, it should specify the obligation for the vendor to incorporate software 

updates based on acceptance from the broader open source community. 

Contractual clarity ensures a smooth and transparent partnership between the 

public administration and the external service provider, as well as long-term 

community participation. 

3.3. Facilitating the reuse of published solutions 

Publishing software as open source could be summarised as choosing an 

appropriate licence and making the source code accessible online. While these 

steps are essential, additional benefits can be realised by actively facilitating 

reuse by other organisations. Broader adoption and increased numbers of 

contributors can enhance software quality and security through community 

scrutiny and shared improvement efforts. 
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Some overlap exists between the considerations outlined in this section and 

those presented earlier on evaluating open source solutions. This reflects the 

close relationship between the factors that make a project attractive to potential 

users and those that support effective reuse of published software. 

To attract additional users and contributors to a project, the following aspects 

could be considered: 

▪ Comprehensive documentation: Including thorough documentation will 

provide clarity on software functionalities, making it easier for others to 

understand and reuse it. Requiring suppliers to provide documentation 

ensures continuity, facilitating a seamless transition to a different vendor if 

needed. 

▪ Translation support: Translations are key, especially for solutions 

intended for use across multiple countries or linguistic contexts. 

Separating source code from textual components facilitates translation, 

expanding the potential user base in the public sector. It can also 

contribute to community involvement by allowing non-technical users help 

translate the project. 

▪ Appropriate licensing: Choosing a well-known licence that is compatible 

with major open source licences is essential to encourage wider adoption 

of the software. Licence compatibility should be considered, and tools like 

a compatibility matrix can be helpful in this process. Further guidance is 

provided in Section 6.2 on Licensing. Modular design: A modular 

structure enhances the reusability of specific modules and the addition of 

new features, contributing to the overall success of the software. 

▪ Policy obligations for suppliers: Establishing clear policies for suppliers 

is crucial. These may include mandating an open source licence and 

ensuring that the public administration retains control over dependencies, 

encompassing both software modules and services. A software bill of 

materials (SBOM) is a useful resource in this context. 

▪ Encourage upstreaming: Encouraging vendors and users to upstream 

their contributions benefits the broader open source ecosystem, helps 

reduce long-term maintenance costs by aligning local adaptations with 

upstream development. 

3.4. Security considerations 

Publishing software as open source raises security considerations that differ in 

some respects from those associated with proprietary software. Many of these 

considerations can be effectively addressed through appropriate training, 

awareness, and established security practices. 

https://github.com/awesomeSBOM/awesome-sbom
https://github.com/awesomeSBOM/awesome-sbom
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Open source software also offers many security advantages including easier 

code auditing (including by a third party), the ability to commission custom 

security features, the ability to check vulnerability fixes, and the tracking of 

individual changes. There is also a collective benefit because when a vulnerability 

is found, it can be quickly shared with all users, increasing transparency. 

Collaboration with other public sector Open Source Programme Offices (OSPOs) 

also offers valuable shared knowledge and collaborative documentation of best 

practices, including on correction procedures. 

Common misconceptions about open source can be addressed through targeted 

education and training, improving general understanding. For organisations 

publishing open source software for the first time, three security considerations 

are particularly relevant: conducting security reviews, preventing the inadvertent 

disclosure of internal data, and managing contributions from third parties. 

Figure 2. Security considerations  

 

Source: authors’ own elaboration.  

Publishing source code requires a structured security review to prevent 

potential interferences with government data or IT systems. Security reviews 

should encompass understanding the versions of software in use, security update 

availability, and upgrades needs.  

Although all software should undergo this process, proprietary software often 

relies on “security through obscurity” where limited access to source code is 

assumed to reduce risk. However, this encourages weak security practices and 

limits transparency for security audits. Security through obscurity is problematic. 

Comparing the impact of a security issue: When using open source software, 

everyone, including experts can verify the correction of the issue. But in the case 

of proprietary software, it is impossible to independently verify the issue has been 

resolved. 

Before shifting an open source publication approach, it is important to consider 

whether the benefits of code transparency outweigh the requirement to perform 

security reviews. Open source enables multiple stakeholders to contribute to 

these reviews, potentially improving overall security outcomes. Where large 
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volumes of source code are to be published, significant effort may be required. In 

such cases, prioritisation strategies, such as focusing on software with high reuse 

potential, can help attract external contributors and reviewers. 

The second key consideration is preventing the inadvertent publication of 

internal or sensitive data by separating source code from data. Open source 

packages should exclude user databases and configuration files and be 

organised so that any location-specific information remains separate, anticipating 

use in multiple environments.  

A third security consideration arises adopting a collaborative development 

model that accepts contributions from third parties. Clear processes are 

needed to determine which contributions are accepted and how proposed 

changes are reviewed. Most software systems already incorporate third-party 

code, and established review and validation practices can be adapted to ensure 

that externally submitted contributions meet security and quality requirements. 

For more information about open source security, the guides written by the 

Open Source Security Foundation (OpenSSF) are available. 

https://openssf.org/resources/guides/
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4. Co-development and participation in open source 
communities 

In the previous chapters, approaches for acquiring an externally written solution 

and developing a solution in-house were reviewed. Another possibility is to get 

involved in a project which is already being developed in an open, collaborative 

community. 

4.1. How collaborative projects differ from in-house projects 

The benefits of developing software in an open, collaborative manner extend 

beyond those of mere code publication. While licensing code as open source is 

a necessary first step, additional steps can yield greater advantages. This 

requires that public administrations build a certain level of understanding of what 

makes open source collaborative and how to be a valued community participant.  

Active community engagement can attract external contributors, increasing 

development capacity and shared ownership of the software. To support this, 

appropriate mechanisms must be established to accept external contributions, 

while clearly defining how the administration maintains control over the project or 

over the specific version deployed internally. Balancing openness with 

governance is therefore a key consideration when moving from purely internal 

development to a collaborative open source model. 

4.2. Participating in existing communities 

Adopting mature open source software often gives access to established 

communities and events, both online and in person, where staff can meet other 

users and participants. Being able to engage in such ecosystems, which may 

include contributors from governments, academia, and the private sector from 

around the world, can help build confidence and capacity within public 

administrations. Staff can learn how effective software communities nurture new 

users, manage disputes, and find ways to innovate together. Many open source 

events and forums also include sub-communities specifically focused on public 

sector or civic technology. 

This community aspect offers advantages which are unique to open source 

software: 

▪ Incremental code changes: In open source communities where 

development is organised online, code changes are introduced bit by bit. 

In theory, changes are less likely to be lumped together with users having 

to accept all or none. With the source code being available, the user or 
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another vendor has the possibility to select what is desired from an update 

or new version, and what isn’t. 

▪ Transparent communication: When multiple entities collaborate on 

software development, the communication between development teams is 

often transparent and accessible online. 

▪ Opportunities for learning and input: Users can actively learn about the 

software and, where appropriate, provide feedback or contribute 

improvements directly to the project. 

The decision to become involved in open source communities can be made on a 

package-by-package basis. An IT system, including dependencies, can involve 

hundreds or thousands of software packages, and not every package requires 

active participation in its development. However, it can be beneficial to engage 

with the development of selected packages. Establishing a systematic approach 

for determining which software packages are worthy of involvement can be 

beneficial. This can be done in the form of a priority list or a list combining impact 

and difficulty. 

The benefits of participating in open source communities include: 

▪ Awareness of development direction: Early insight into planned 

changes enables better preparation and increases the likelihood that 

organisational requirements are considered. 

▪ Insight into active companies: Active participation helps identify which 

organisations are actively involved in development, informing procurement 

and partnership decisions. 

▪ Technological capacity-building: Direct involvement provides an 

opportunity to learn about the technology, ensuring expertise for potential 

future needs. 

▪ Increased acceptance of changes: Active participation and contribution 

increases the likelihood of having proposed changes accepted upstream, 

reducing the complexity of maintenance. 

▪ Influence on future software versions: As development typically 

focuses on upcoming releases rather than currently deployed versions, 

participation enables influence over features and fixes that will become 

available in future updates. 

4.3. Why strong community structures matter 

Well-organised open source communities are essential to the sustainability and 

effective operation of collaborative software projects. In the context of public 

administrations, where organisational structures are often hierarchical, clear and 

transparent community arrangements are particularly important for 

demonstrating reliability, continuity, and long-term viability. 
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Establishing clear governance models and operational guidance in collaboration 

with the community helps create a predictable and inclusive environment in which 

collaboration can flourish. Such structures support open participation while 

clarifying roles, responsibilities, and decision-making processes, thereby 

enabling the community to evolve and grow in a stable and sustainable manner. 

Several examples highlight the importance of community organisation: 

▪ W3C Accessibility Guide: A comprehensive guide on accessibility, 
incorporating international accessibility principles. The EC has 
contributed to many initiatives of the W3C’s Web Accessibility. 

▪ UK Government Guidance: Dedicated guidance explaining the value 
and process of initiating source code openness from the project's 
outset. 

▪ Developers Italia Community: The Developers Italia community has 
invested resources in physical gatherings, fostering communication, 
efficient collaboration, and personal connections within the 
community. 

▪ BlueHats community: a worldwide community of public servants who 
promote free and open source software in, by and for the public 
sector. This initiative can serve as a successful example of 
community building. 

4.4. Decision-making structure 

The sustainability of an open source community hinges on good quality 

leadership and transparent management. Community governance should strike 

a balance between openness and the organisational structure of the public 

administration. Clear roles, responsibilities, and communication channels are 

essential to maintaining trust and encouraging sustained participation.  

Key governance components typically include: 

▪ Identifiable public sector management: Designated public sector 

managers play a central role in enabling flexible and transparent 

community operation. Decisions by public sector management should be 

clearly communicated to the community. Regular consultation with 

community members strengthens their motivation to contribute. 

▪ Project manager/steering committee: This team, well-versed in open 

source software and public sector operations, acts as a facilitator between 

the community and the public administration. Inclusion of key developers 

in the project management team ensures specialised knowledge. 

https://www.w3.org/TR/wcag-3.0/
https://www.gov.uk/government/publications/open-source-guidance
https://developers.italia.it/en/
https://bluehats.global/about/
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4.5. Long-term sustainability 

Long-term sustainability requires deliberate planning and ongoing investment in 

community capacity. Community management practices should support 

continuity while remaining adaptable to change. 

Key considerations include: 

▪ Flexibility in role changes: Governance models should allow 

responsibilities to evolve organically as community members gain 

experience. Planning for the replacement of key roles, including leadership 

positions, helps ensure resilience in the face of organisational or personnel 

changes. 

▪ Developing future leaders: Allocating resources to identify and train 

future community leaders supports continuity and reduces dependency on 

individual contributors. Building a strong and distributed leadership base 

is a critical factor in sustaining open source communities over time. 

 

To learn more about the development of sustainable communities, check out 

OSOR’s Guidelines for Sustainable Open Source Communities in the Public 

Sector. 

https://joinup.ec.europa.eu/sites/default/files/inline-files/2021%20Updated%20Guidelines%20for%20creating%20sustainable%20OS%20communities_1.pdf
https://joinup.ec.europa.eu/sites/default/files/inline-files/2021%20Updated%20Guidelines%20for%20creating%20sustainable%20OS%20communities_1.pdf
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5. Specific aspects of open source funding 

5.1. Budget implications 

While the financing of open source project use or development would need its 

own guidelines, several general considerations can help avoid common pitfalls. 

For public administration accustomed to procuring proprietary software, an open 

source software package might present differences in terms of funding 

mechanisms and budgeting practices. When procuring proprietary software, the 

licence and support package fee is expected to go toward the development and 

maintenance of the product or service. In contrast, when procuring open source 

software, there might not be a licence fee as part of the procurement, and a 

support package fee is optional. At the same time, public administration 

frequently has an interest in the further development and maintenance of the 

software. Open source models also allow users to actively contribute to 

development, whether by adapting software to specific needs or by improving it 

for broader reuse. These characteristics raise important questions regarding 

sustainable funding models. 

From a budgeting perspective, initial development may constitute a one-time 

capital expenditure (CapEx) while ongoing maintenance and support typically 

represent operational expenditure (OpEx). Smaller projects relay ad hoc 

maintenance arrangements with vendor involvement as needed. If budget 

structures assume software infrastructure funding as CapEx, adjustments may 

be necessary to accommodate OpEx for significant maintenance phases. 

Funding approaches should also allow for flexibility in response to user feedback. 

While projects should begin with a clear and realistic plan, mechanisms for 

adapting scope or priorities based on practical experience are important. 

Transparency in project information and decision-making supports accountability 

and informed adjustment. 

Several key considerations support effective budgeting. These include checking 

if the software has a realistic scope and aligned with available resources. It’s vital 

to have a feasible way to get users and address deployment needs from the start. 

Plans may be required for long-term data management, security reviews, and 

transitioning legacy data. The availability of third-party commercial support can 

also contribute to sustainability and risk mitigation. 

When planning budgets for open source initiatives, it’s essential to consider the 

Total Cost of Ownership (TCO) to fully account for the project’s long-term 

expenses. These may include the initial hiring of IT staff, costs associated with 

phasing out existing software, development or implementation of the new 
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solution, staff training (if needed), ongoing maintenance, and the management of 

the open source community3.  

5.2. Funding models 

5.2.1. Government or national agency-led funding 

Governments and national agencies are increasingly investing in open source 

software driven by goals such as digital sovereignty, improved cybersecurity, and 

national technological competitiveness4. Open source is progressively 

recognised as a vital component of digital infrastructure, warranting sustained 

public investment. Funding mechanisms typically includes grants, public tenders, 

service contracts, or direct in-house development or maintenance support. 

Through these instruments, public authorities can play a key role in sustaining 

and scaling strategically essential open source projects. 

A notable example is Germany’s Sovereign Tech Fund (STF), which invests in 

critical open digital infrastructure to improve security, resilience, and 

technological diversity. Its focus is on supporting essential software components 

and the developers who maintain them, thereby reducing dependency on 

proprietary solutions and strengthening Europe’s digital sovereignty. The STF is 

part of the Sovereign Tech Agency (STA), which is funded by the German Federal 

Ministry for Digital Transformation and Government Modernisation. While there 

are no fixed calls for proposals, funding is allocated to projects that align with 

STF’s strategic objectives. 

In France, the Interministerial Digital Directorate (DINUM) oversees the digital 

transformation of public services. Within DINUM, the Free Software Unit leads 

the country’s open source strategy through initiatives like the Open Source 

Software and Digital Commons Action Plan, launched in 2019. DINUM supports 

open source projects through various mechanisms, including grants, co-

financing, and targeted acceleration funding, depending on the nature and scope 

of the programme5. 

 

3 Interoperable Europe. (n.d.). 1. Setting the foundation for sustainable open source engagements. 

Open Source Observatory (OSOR). https://interoperable-europe.ec.europa.eu/collection/open-
source-observatory-osor/1-setting-foundation-sustainable-open-source-engagements 
4 Osborne, C. (2024). Public-Private Funding Models in Open Source Software Development: a Case 

Study on Scikit-Learn. https://arxiv.org/pdf/2404.06484  
5 Interoperable Europe. (2024, May 3). France open source report update. Open Source Observatory 

(OSOR).https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-
osor/news/france-open-source-report-update 

https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/1-setting-foundation-sustainable-open-source-engagements
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/1-setting-foundation-sustainable-open-source-engagements
https://arxiv.org/pdf/2404.06484
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/news/france-open-source-report-update
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/news/france-open-source-report-update
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5.2.2. Municipal co-funding 

In many countries, cities and municipalities pool their resources to develop and 

maintain open source solutions for their shared benefit.  

The mechanisms behind this pooling are diverse, reflecting the fact that there is 

no single model that fits all contexts. The most appropriate approach depends on 

a range of factors, including: 

• Governance structure: The degree of municipal autonomy and the 

relationship between local, regional, and national levels of government 

significantly shape how cooperation can be organised. In highly 

decentralised systems, municipalities may have greater flexibility to form 

voluntary associations, whereas in more centralised contexts, coordination 

may require involvement from higher levels of government. 

• Organisation of IT procurement, maintenance, and operation: 

Whether municipalities handle IT services internally, through shared 

service centres, or via external contractors affects how collaborative 

development can be structured. Some municipalities have dedicated IT 

departments capable of contributing to development, while others rely 

entirely on procured services. 

• Legal framework: National and regional laws governing inter-municipal 

cooperation, public procurement, and intellectual property rights influence 

the available options for organising joint development. Some jurisdictions 

have well-established legal forms for inter-municipal bodies, while others 

may require more ad hoc arrangements. 

These efforts are often coordinated by specialised agencies, associations or 

consortia, with one municipality sometimes taking a lead role in managing 

development. 

In Belgium’s Wallonia region, IMIO (Intercommunale Mutualisation Informatique 

Organisationnelle) promotes and coordinates the sharing of digital solutions 

among local authorities6. Fully funded through the services it provides, IMIO 

offers a suite of open source applications that municipalities can choose from. 

These applications are developed collaboratively, both in-house and in 

partnership with open source communities. 

 

6 Interoperable Europe. (n.d.). Innovative and sustainable open source solutions (IA.Solutions). Open 

Source Observatory (OSOR). https://interoperable-europe.ec.europa.eu/collection/open-source-
observatory-osor/iasolutions 

https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/iasolutions
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/iasolutions
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In the Netherlands, Signalen is an open source platform designed to help 

municipalities manage citizen reports about public space issues7. Originally 

developed by the City of Amsterdam, the project has since grown under the 

coordination of the Association of Dutch Municipalities (VNG). Today, 39 

municipalities use Signalen, with development costs shared proportionally based 

on each municipality’s population. The project has also expanded internationally, 

as Denmark’s OS2 foundation has joined as a partner, making Signalen a notable 

example of cross-border collaboration. 

Finland provides further examples of successful co-funded municipal open 

source projects. The Oskari map service, initially funded by the Ministry of 

Agriculture, is now maintained by a Joint Development Forum made up of six 

organisations from both the public and private sectors8. Similarly, eVaka, an early 

childhood education management system, was started by the City of Espoo and 

is now jointly developed and maintained by three additional municipalities9. 

5.2.3. Diversified funding 

Relying solely on public funding can pose risks to the long-term sustainability of 

open source projects. Combining public funding with private contributions, 

service revenue, and donations creates a more resilient financial model. While 

managing multiple funding streams requires more effort and fundraising 

expertise, it also helps foster a broader community of stakeholders invested in 

the project’s continuity and success. 

A strong and well-documented example of diversified funding is Decidim, the 

Spanish participatory democracy platform. In 2022, the project faced financial 

difficulties due to delays in public grant disbursement. In response, Decidim has 

expanded its funding model and now combines public funding with support from 

community contributions coordinated through the Decidim Free Software 

Association, philanthropic foundations, research grants, service fees, and 

individual donations. This diversified approach has strengthened the project’s 

financial stability while reinforcing community engagement and shared 

ownership. 

 

7 Interoperable Europe. (2023). Open source for municipal services: Case study on Signalen. Open 

Source Observatory (OSOR). https://interoperable-europe.ec.europa.eu/collection/open-source-
observatory-osor/document/open-source-municipal-services-case-study-signalen 
8 Interoperable Europe. (2021). Oskari case studies: Sustainability of public sector open source 

communities. Open Source Observatory (OSOR). https://interoperable-
europe.ec.europa.eu/collection/open-source-observatory-osor/document/oskari-case-studies-
sustainability-public-sector-open-source-communities 
9 Interoperable Europe. (2023). Open source in Finnish childhood education. Open Source 

Observatory (OSOR). https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-
osor/news/open-source-finnish-childhood-education 

https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/document/open-source-municipal-services-case-study-signalen
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/document/open-source-municipal-services-case-study-signalen
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/document/oskari-case-studies-sustainability-public-sector-open-source-communities
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/document/oskari-case-studies-sustainability-public-sector-open-source-communities
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/document/oskari-case-studies-sustainability-public-sector-open-source-communities
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/news/open-source-finnish-childhood-education
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/news/open-source-finnish-childhood-education
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5.2.4. EU funding 

European research and innovation programmes play a significant role in financing 

open source initiatives that support digital public services, interoperability, and 

scientific collaboration. The Horizon Europe programme, with a budget of €95.5 

billion, funds research and innovation, while the Digital Europe Programme, with 

a budget of €8.1 billion, supports digital infrastructure projects. These 

programmes finance open source initiatives that advance digital public services, 

interoperability, and scientific collaboration. 

Another important funding mechanism is the Next Generation Internet (NGI) 

initiative, which has invested over €300 million in projects that promote a 

decentralised, secure, and privacy-focused internet. It supports technologies for 

data sovereignty, open search, and decentralised networks while fostering 

international collaboration. As part of this initiative, the NGI Zero Commons Fund 

is set to award over €21.6 million in grants for the development of open digital 

technologies.  

As a successor to NGI, the European Commission has introduced the concept of 

the Open Internet Stack initiative within the Horizon Europe programme. Similarly 

to NGI, the Open Internet Stack aims to enable and support the development of 

open source building blocks, covering areas such as trust technologies, privacy-

enhancing tools, secure identity management, and decentralised platforms. New 

is the focus on maturing open source solutions to the point where they are 

validated, regulation-compliant, and ready for deployment and scaling in 

operational environments – meaning public administrations should be able to 

make use of these technologies. 

While research funding programmes represent an important source of support for 

open source projects, they are typically time-bound and may be influenced by 

broader policy priorities and changes in political leadership. As a result, research 

funding is most effective when combined with complementary funding models 

that support long-term sustainability beyond the duration of individual grants. 

Interested in funding of open source initiatives and its impact? The paper 

Osborne, C., Sharratt, P., Foster, D., & Boehm, M. (2024). A Toolkit for 

Measuring the Impacts of Public Funding on Open Source Software 

Development. arXiv preprint arXiv:2411.06027 provides a toolkit for measuring 

the impacts of public funding on open source software development. 

https://arxiv.org/abs/2411.06027
https://arxiv.org/abs/2411.06027
https://arxiv.org/abs/2411.06027
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6. Legal framework 

6.1. Legal requirements to consider when adopting open source software 

When adopting open source in public administrations it’s crucial to consider 

existing legal and regulatory frameworks governing software use, procurement, 

and licensing. Many software regulations at the EU level contain specific 

provisions or clarifications regarding open source. Open source licences 

themselves are also a part of the legal context that public administrations should 

have an understanding of. 

Key legal and regulatory aspects include: 

▪ Data protection and privacy: Many jurisdictions have strict regulations 

regarding data protection and privacy. Adopting open source that adheres 

to these regulations ensures the safe handling and storage of sensitive 

information, protecting the organisation and end users. 

▪ Interoperability requirements: Certain regulatory frameworks specify 

standards and requirements for interoperability between software 

systems. Open source software often relies on open standards and 

protocols that contribute to interoperability. Where specific interoperability 

requirements are not met, open source licences permit the commissioning 

of additional development to address identified gaps.  

▪ Security requirements: Regulatory obligations may outline security 

standards that organisations need to follow. Choosing open source with a 

strong focus on security and that complies with industry standards helps 

in maintaining a secure software environment. As with interoperability, 

open source software allows targeted adaptations where additional 

security measures are required. 

▪ Public sector-specific requirements: Public sector organisations may 

be subject to additional obligations related to the delivery of public 

services, including efficiency, reliability, accessibility, multilingual support 

in certain contexts, and adherence to technical or organisational 

standards. 

▪ Metadata and Software Bills of Materials (SBOM): Structured metadata 

can improve transparency and support regulatory compliance by making 

key information easier to locate and, in some cases, machine-readable. 

This information may include licensing and copyright details, 

dependencies, compatibility, and compliance-related data. A Software Bill 

of Materials (SBOM) is a detailed, machine-readable inventory of all 

components within a software application that supports security 

vulnerability management, licence compliance verification, and supply 
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chain transparency. The EU Cyber Resilience Act requires manufacturers 

to create and maintain SBOMs for products with digital elements, meaning 

public administrations should increasingly expect SBOM documentation 

when procuring software. Tools such as [publiccode.yml] support the 

standardised description of public sector software projects, while initiatives 

such as [REUSE.software] help clarify licensing information and facilitate 

consistent licence documentation. 

Figure 3. Legal requirements related to open source software 

 

Source: authors’ own elaboration. 

6.1.1. EU legislation 

When adopting open source software, public administrations must take into 

account the relevant European Union legal framework. This includes both 

regulations, which have direct effect in all Member States, and directives, which 

are implemented through national legislation10.  

Several EU instruments are particularly relevant to the adoption and use of open 

source software in the public sector. The European Interoperability Framework 

and the Interoperable Europe Act establish principles and requirements related 

to interoperability, openness, and reuse, which align closely with open source 

practices. In addition, broader digital regulations, such as the General Data 

Protection Regulation (GDPR), the Open Data Regulation, the European 

Accessibility Act, and the Single Digital Gateway Regulation, set out obligations 

that may affect software design, deployment, and operation.  

Given the breadth and evolving nature of EU digital legislation, consolidated 

overviews and analyses provided by specialised external organisations can be 

useful for gaining a comprehensive understanding of applicable requirements. 

 

10 At the time of writing, the European Union has adopted new regulatory instruments, including the 

Cyber Resilience Act and the AI Act. However, some of the obligations introduced by these regulations 
are not yet applicable, and compliance is therefore not currently mandatory. In parallel, the open source 
ecosystem is actively assessing how these requirements may be addressed in practice. Given the 
evolving nature of implementation and interpretation, it is not yet possible to provide definitive guidance 
on how compliance mechanisms will develop in the coming years. 

https://yml.publiccode.tools/
https://reuse.software/
https://www.bruegel.org/dataset/dataset-eu-legislation-digital-world
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Integrating awareness of these legal instruments into open source strategies 

supports compliance and reduces the risk of regulatory obstacles during 

implementation. 

6.1.2. National legislation 

As national legal systems vary widely across the EU, for this reason, consultation 

with internal or external legal expertise is advisable when assessing national 

requirements related to open source software. Where direct legal support is not 

immediately available, initial analysis may be undertaken by consulting national 

legal repositories or official journals that publish legislation on digital regulation. 

For EU Member States, comparative analysis of national approaches to open 

source is available through the OSOR’s Country Intelligence Reports. These 

resources provide insights into how open source is addressed within national 

legal and policy frameworks. While some organisations may have limited prior 

experience with open source, it is likely that other public administrations within 

the same country have already engaged with similar legal and operational 

questions. Exchanging experiences with such peers can help clarify national legal 

expectations and practical approaches. 

6.1.3. Local legislation 

Although local authorities often have more limited competencies in the area of 

digital regulation, the local level can offer a relatively flexible environment for 

adopting open source software. Many cities, regions and local governments 

define their own digital strategies, which may include principles related to 

openness, reuse, and collaboration. 

Understanding local digital strategies and policy priorities can support the 

alignment of open source initiatives with existing objectives and governance 

structures. Where open source has not previously been addressed at the local 

level, engaging with subject-matter experts or other public administrations using 

similar software can help build awareness and share practical knowledge. Such 

exchanges can support informed decision-making and reduce barriers during 

implementation. 

6.2. Licensing 

The defining characteristic of open source licences is that they grant freedoms to 

use, study and modify the software are granted. This means that as long as 

software is used, studied, or modified internally, no additional licence-related 

obligations typically arise beyond those imposed by generally applicable laws. 

https://joinup.ec.europa.eu/collection/open-source-observatory-osor/open-source-software-country-intelligence
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Certain uses are restricted by general laws which apply to all software, but such 

restrictions are not created by the copyright holder or the distributor. 

Free software and by extension open source licences are defined by four 

fundamental freedoms11: 

▪ The freedom to use the software  

▪ The freedom to study and modify the software  

▪ The freedom to redistribute the software  

▪ The freedom to redistribute modified versions  

Sometimes, conditions are attached to redistribution, such as making the source 

code available, noting what changes have been made, or promising not to use 

patents against further recipients of the software. Therefore, licence terms should 

be reviewed carefully before any redistribution takes place. 

6.2.1. Identifying open source by looking at the licence 

Determining whether a given software package qualifies as open source requires 

some expertise. But the conclusion is usually unambiguous, and there are 

probably many others who have done this evaluation. This information is 

available in many of the open source catalogues. Licence information is also 

typically published on a project’s website or within the repository hosting its 

source code.  

Most open source software is distributed under a small set of widely recognised 

open source licences: 

▪ GNU General Public License (GPL), and its two official variants 

▪ GNU Lesser General Public License (LGPL) 

▪ GNU Affero General Public License (AGPL) 

▪ European Union Public Licence (EUPL) 

▪ Mozilla Public License (MPL) 

▪ Eclipse Public License 

▪ Apache License 

▪ 3-clause BSD or X11 licence (“permissive” licence12) 

 

11 There are two generally accepted entities which review licences to approve or reject them, namely 

the Open Source Initiative and the Free Software Foundation. Their commentary on specific licences 
can be found at https://opensource.org/licenses and https://www.gnu.org/licenses/license-list.html. 
12 A permissive open source license places minimal restrictions on software use, allowing it to be 

freely used, modified, and distributed, even within proprietary products, requiring only that original 

copyright notices and license terms are kept intact. 

https://opensource.org/licenses
https://www.gnu.org/licenses/license-list.html
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If a software package is distributed under one of these licences and the source 

code is publicly available, it qualifies as open source software. Creating new 

licences is generally discouraged, as licence proliferation can introduce legal 

complexity and hinder code reuse and interoperability between projects.  

Open source can be combined with proprietary software, resulting in systems 

where only part of the codebase is open source. This would mean that the 

combination as a whole is not open source. A business model with the base layer 

of the software being open source but the newer or more user-visible modules 

being proprietary, is sometimes called “open core”. Many of the benefits typically 

associated with open source, such as full transparency, broad reuse, and 

community-driven development, are limited or absent in such models.  

6.2.2. Types of open source licences 

Probably the most impactful aspect of an open source licence is to what extent it 

is “copyleft” (also referred to as “reciprocal” or “share-alike”). Broadly, licences 

can be grouped into copyleft and non-copyleft categories, with some licences 

adopting intermediate approaches. 

The earliest licences were permissive licences These licences place minimal 

restrictions on the use, modification, and redistribution of software. Examples 

include the 3-clause BSD licence or the X11 licence (also called “the MIT licence”, 

but that name can be ambiguous because Massachusetts Institute of Technology 

has written many licences). Software distributed under permissive licences 

qualifies as open source when the source code is made available. These licences 

do not themselves require publication of the source code. 

Copyleft licences emerged in the early 1980s as a means of ensuring the 

continued openness of software. They introduce an additional requirement: when 

software or a modified version is redistributed, the corresponding source code 

must also be made available under the same licence or a compatible licence. The 

result is that if a software package has a copyleft licence, all future versions of 

that software package, by the original author or by a third party, will be open 

source.  

The key distinction between copyleft and permissive licences lies in how 

modifications may be reused. Permissive licences allow modified code to be 

incorporated into proprietary software without an obligation to disclose changes, 

whereas copyleft licences prevent this by requiring reciprocal openness. When 

selecting or adopting open source software, consideration should be given to 

whether this is an advantage or a disadvantage. 

If a government agency develops a software package and releases it as open 

source under a permissive licence, third parties can reuse that code, add features 
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or fix bugs and then republish their own version as proprietary software, without 

making the corresponding source code available. The non-open source version 

could be technically superior because it contains all the features developed by 

the government, plus the added proprietary features. This leads to the situation 

where users of the open source version will be using a less-developed version of 

the software, even if they developed most of the software themselves. 

When a public administration wants to be sure that further development of the 

software will be shared publicly, then a copyleft licence should be selected. The 

GNU GPL is the most widely used the most widely used example of such a 

licence and is commonly chosen when the objective is to guarantee that ongoing 

development continues to benefit the public. 

Some open source licences combine copyleft obligations with specific exceptions 

or limitations. Notable examples include the European Union Public Licence 

(EUPL) and the Mozilla Public License (MPL). 

The MPL’s copyleft clause is narrower than the GPL’s as it applies only to files, 

not the project as a whole, when software distributed under the MPL is modified, 

any changes made to existing files must be released under the MPL. However, 

new code added in separate files is not subject to the same requirement and may 

be distributed under different terms. This file-based copyleft approach allows a 

degree of flexibility while preserving openness for modifications to the original 

code. 

The EUPL’s copyleft clause has a scope that’s similar to the GPL; however, it 

also has a compatibility clause that permits code released under the EUPL to be 

combined with code under a specified list of other open source licences (e.g., 

GPL, MPL) with the combined work redistributed under the compatible licence. 

As a result, modified versions of software published initially under the EUPL may 

later be distributed under another copyleft licence, depending on how it is reused. 

The EUPL also deserves special attention in the European public sector context. 

It is published in the 23 official languages of the European Union, and it is 

compatible with the law of all EU countries. Also, the European Commission 

designated it in 2021 as the default licence to be used when it releases open 

source. These factors contribute to the fact that the use of the EUPL can be 

expected to grow in the EU public sector. 

6.2.3. Licence compatibility 

Two licences are said to be “compatible” if it’s possible to combine source code 

distributed under each licence into a single project and redistribute the resulting 

work while complying with the terms of both licences. The key question in 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32021D1209(01)&from=EN#d1e313-1-1


 

38 

assessing compatibility is whether the obligations imposed by each licence can 

be met simultaneously. 

Most permissive licences can be combined with other licences. For example, 

source code distributed under the GPL can be combined with source code 

distributed under the 3-clause BSD or the X11 licence, provided the resulting 

distribution complies with the GPL’s terms. 

A related but distinct concept is “dual licensing”, where a project is distributed 

under two or more licences, allowing users to choose which licence to apply. This 

approach can facilitate reuse and integration by reducing compatibility barriers, 

in a manner similar to the compatibility clause of the European Union Public 

Licence (EUPL). However, depending on the licences involved, dual licensing 

may also reduce the practical effect of copyleft obligations. 

Maintaining clarity about applicable licences and understanding their 

compatibility is important when combining code which is under different licences. 

Clear and consistent licensing practices support legally sound collaboration 

between projects and reduce the risk of compliance issues. It is good practice in 

open source projects to include a licence statement at the top of each file, stating 

the names of the copyright holders and the licence under which the file is 

distributed. 

6.2.4. Licensing documentation 

Licensing considerations also apply to documentation and other non-code 

materials associated with open source projects. Documentation is often 

distributed under Creative Commons licences, which are widely used for public 

sector publications. For example, this handbook is distributed under the Creative 

Commons 4.0 share-alike licence, as are many other publications including the 

OSPO Alliance’s Good Governance Initiative Handbook on building an Open 

Source Programme Office OSPO). Because both publications use compatible 

licences, their content can be combined or reused together without licensing 

conflicts. 

The Creative Commons share-alike licences also contain a clause that explicitly 

allows their content to be distributed under the terms of the GNU GPL. This 

means that material from this handbook or maybe from a technical publication 

which might include some code in the text, can be incorporated into a software 

project distributed under the GPL, and there would be no licensing issues. In such 

cases, distributors of the combined work are required to comply only with the 

terms of the GPL. 

https://www.ow2.org/view/OSS_Governance/
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6.2.5. Selecting an appropriate Licence for open source use and 

development 

A range of tools is available to support the selection of suitable open source 

licences and the assessment of licence compatibility. These tools can assist 

public administrations and developers in identifying licences that align with project 

objectives, legal requirements, and reuse strategies.  

The European Commission provides a dedicated licensing tool, the Licensing 

Assistant (LA) for comparing open licences which supports the comparison and 

selection of open licences. The Licensing Assistant enables users to identify 

licences based on specific needs and legal considerations. It includes an analysis 

of licence text, making it easier for users to understand its legal implications. 

Additionally, it links to Software Package Data Exchange (SPDX) identifiers and 

enables users to test compatibility between two licences. This makes it simpler 

for developers to make informed decisions when working with code from different 

sources, promoting transparency and smooth collaboration in the open source 

community. 

The Licensing Assistant also incorporates the Compatibility Checker, a tool where 

users can select one inbound licence (for third-party source code intended for 

their project) and one outbound licence (already covering their main project 

source code or intended for distribution). This functionality helps assess whether 

software or data components licensed under different terms can be combined 

and redistributed, under which conditions such distribution is possible, and, if 

feasible, under which licences. 

Other tools address similar objectives using alternative approaches. For 

example, Hermine provides a comprehensive toolchain for handling open source 

compliance issues. It divides licences’ characteristics into three categories and 

provides optional information such as licence version, the root of the licence 

name, authorisation for applying later versions, steward entity, inspiration from 

other licences, clauses against “tivoisation"13, and the status of whether it is 

approved as a free software licence according to the Free Software Foundation 

(FSF) or as an open source software licence according to the Open Source 

Initiative (OSI). Hermine enables the definition of authorised contexts for licences 

restricted to certain use cases and systematically categorises obligations within 

licences.

 

13 Tivoisation is a practice where hardware is designed to restrict usage of modified versions of 

software, even if the software is published under open source licence. 

https://joinup.ec.europa.eu/collection/eupl/solution/joinup-licensing-assistant/jla-find-and-compare-software-licenses
https://joinup.ec.europa.eu/collection/eupl/solution/joinup-licensing-assistant/jla-find-and-compare-software-licenses
https://joinup.ec.europa.eu/collection/eupl/solution/joinup-licensing-assistant/jla-compatibility-checker
https://hermine-foss.org/
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7. Structuring the use of open source 

Adopting a structured approach to open source can significantly reduce legal and 

administrative overhead by documenting coordination efforts and preventing the 

need for repetitive legal tasks. This formality minimises legal risks as shared work 

undergoes a thorough review, leading to early issue identification. Additionally, 

formal coordination encourages knowledge sharing and peer learning among 

stakeholders, strengthening collaboration across organisation.  

The structured approach also makes it easier to achieve economies of scale by 

pooling resources, coordinating investments, and avoiding duplication of effort. 

Finally, it can increase the visibility of projects through coordinated 

communication and governance, attracting additional contributor and amplifying 

the benefits of open source adoption within and across public administrations. 

7.1. Open Source Programme Offices (OSPOs) 

Where appropriate, public administrations may choose to establish a dedicated 

legal entity to support coordination and governance of open source activities. The 

specific legal form and funding model will depend on national legal frameworks 

and political priorities, but several approaches have proven effective in practice.  

OSPOs have gained increasing attention in the public as a means of addressing 

open source-related challenges through stable and resilient organisational 

structures. 

Governments can opt to hire a secretariat that collects funds and disburses 

payments to developers or simply create a network that organises funding for 

developers, promoting a collaborative financing approach. 

When designed to operate independently of individual champions or short-term 

political support, public sector OSPOs can provide continuity and coherence to 

an administration’s open source strategy. Their establishment, however, typically 

requires clear political commitment and a well-defined mandate. 

Examples include: 

▪ ZenDis (Germany) 

▪ OS2 (Denmark) 

▪ Open Source division in DINUM (France) 

▪ Developers Italia (Italy) 

OSPOs may offer a broad range of services, including support for procurement 

processes, training for procurement and legal staff, coordination of shared 

service procurement, explanation and promotion of open source strategies, 

https://www.zendis.de/
https://www.os2.eu/
https://code.gouv.fr/
https://developers.italia.it/
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technical support for users, security assessments, assistance with policy 

development, and coordination of funding among administrations. Through these 

activities, OSPOs can serve as central points of expertise and coordination, 

supporting sustainable and consistent use of open source software across the 

public sector. 

For more information on OSPOs, visit the OSOR website or the EU OSPO 

Network page, which features many public sector OSPOs.  

7.2. Other organisational models 

In addition to formal structures such Open Source Programme Offices, 

contributors to this handbook identified several organisational approaches that 

merit dedicated investment and attention. These models can complement 

existing governance arrangements and contribute to the sustainability and 

effective reuse of open source software. 

Key areas identified include: 

• Stewardship and maintenance of internally developed code: 

Establishing clear responsibility for the long-term stewardship and 

maintenance of software developed by public administrations helps 

ensure continuity, quality, and reuse. 

• User groups and communities of practice: Creating or supporting user 

groups enables knowledge exchange, peer support, and the dissemination 

of best practices among organisations using similar solutions. 

• Community-building initiatives: Targeted efforts to strengthen 

communities can lower entry barriers and encourage broader participation. 

This may include: 

o Reducing obstacles for organisations seeking to adopt existing 

solutions 

o Simplifying processes for proposing and initiating new projects 

o Supporting new participants in becoming active and effective 

contributors within established communities 

• Education on publishing code: Providing guidance and training on how 

to release software as open source, including legal, technical, and 

organisational aspects, can increase confidence and consistency across 

administrations. 

https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/ospos-oss-governance
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/ospos-oss-governance
https://interoperable-europe.ec.europa.eu/collection/eu-ospo-network/network-members
https://interoperable-europe.ec.europa.eu/collection/eu-ospo-network/network-members
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Together, these organisational models help create inclusive and resilient 

ecosystems that support collaboration, reuse, and long-term value creation in 

public sector open source initiatives. 
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8. Further resources 

Open source software has evolved within a global community that has been 

forming since 1983. Over time, a broad ecosystem of organisations, networks, 

and resources has emerged to support the adoption, use, and governance of 

open source software. These resources can provide valuable guidance for public 

administrations seeking to deepen their understanding or refine their open source 

practices. 

8.1. Guidance resources and reference materials 

Numerous organisations and individuals have dedicated time and collaborative 

efforts to creating and maintaining various kinds of resources to guide others in 

effective use of open source. 

The Open Source Observatory (OSOR), for example, provides access to case 

studies, guidelines, and analytical reports examining how open source strategies 

can be effectively implemented within public administrations. Its Knowledge 

Centre brings together a curated selection of resources contributed by the OSOR 

community. 

In addition, numerous organisations and initiatives have published guidance that 

may be of particular relevance. Here’s a non-exhaustive list of projects, guidelines 

and publications 

▪ CHAOSS - Community Health Analytics in Open Source Software and 

their metrics 

▪ OpenSSF Training and Guidelines focused on securing free and open 

source software 

▪ Foundation for Public Code and their Standards for Public Code on 

guidelines for public sector open source software 

▪ French free software mission guides to the use of open source software 

and on training and potential culture shifts 

▪ The OSPO Alliance Good Governance Handbook 

▪ The video series from a collaboration of public and private Dutch actors on 

how to use open source in public administrations 

▪ The Italian administration guides to software reuse and digital 

development in general 

▪ Todo Group's guides on various open source and OSPO-related matters 

▪ OSSBIG reports, including the one on Open Source Governance 

Beyond these examples, many additional guidelines and resources are available 

at national and European levels through public administrations, research 

organisations, and open source communities. Exploring these materials can 

https://joinup.ec.europa.eu/collection/open-source-observatory-osor/knowledge-centre
https://joinup.ec.europa.eu/collection/open-source-observatory-osor/knowledge-centre
https://chaoss.community/kb-metrics-and-metrics-models/
https://openssf.org/training/
https://standard.publiccode.net/
https://code.gouv.fr/fr/doc/
https://code.gouv.fr/fr/formations/
https://ospo-alliance.org/ggi/
https://omooc.nl/moocs/open-source/
https://docs.italia.it/italia/developers-italia/gl-acquisition-and-reuse-software-for-pa-docs/en/stabile/index.html
https://todogroup.org/resources/guides/
https://www.ossbig.at/verein/downloads/
https://www.ossbig.at/wp-content/uploads/2023/04/2023-04-18-OpenSourceGovernance-Ergebnisdokument.pdf
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/open-source-contact-directory
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/open-source-contact-directory


 

 

     44 

support informed decision-making and continuous improvement in public sector 

open source initiatives. 

8.2. Forums and networking opportunities 

Extensive experience with open source software in the public sector already 

exists and has been widely documented. Connecting with other public 

administrations pursuing similar objectives can provide valuable insights, 

practical lessons, and opportunities for collaboration. 

Numerous annual events are dedicated to the use of open source software in the 

public sector, offering forums for knowledge exchange and peer learning. OSOR 

regularly publishes information on such events, including monthly 

announcements highlighting relevant conferences, workshops, and community 

gatherings as well as publishing a monthly newsletter which synthesises public 

sector open source developments in Europe and beyond. Participation in these 

networks can facilitate contact with organisations facing comparable challenges 

and support the development of informal and formal cooperation across 

administration.  

  

https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/news-events?f%5B0%5D=content_listing_type%3Aevent
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