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. What's Old is New

* Cloud con'\pubiqg ir an on'lolgorq of morstly exi:biqg
bechqoloeie: ond services

* SJome "use models”, coupled with scope of availability
and ease of use are part of what's new

* Complexity of data Flowrs increased and more globol

* The access and availabilicy of con\pubin%. scorage and
applications enables individual users o De content
creators, publirhers and application developers.

* Further developments and roles are expoqdiqg in new
and innovative wayys.

° Rre exi:bir? reguloborg porodigm.r relevant or
applicable?
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. qui:ioqiqg the Open Cloud
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. Open Internet Conceptual querpitmiqg

The Internet is powered by a set of
technologies that work together to enable
highly-distributed global communication. It is
developed in a uniquely open and
transparent manner by multi-stakeholder
participants in a way that is generative and
encourages ongoing innovation. Further, it's
ongoing operation is supported by a non-
centralized set of network operators, both
public and private.
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. VP Kroes Reminded Us:

* Jtandards are essential For openness and choice
* Create level and competitive plagine Rield
* Internet's Common quguoge ("digibol esperanto” )
* Don't reinvent the wheel - Rind useful standards where they are
° Prompbin% bursiness opportunity, .rh_oriqg Imowledge.
exberqolizqu/:ociolizine PuLlicly PFunded research,
* BeneFits For citizens and society in n'lol-\iqe use of public data -
local community crowd .rourciqg.
* Bebter informed data driven decirioq-rqolﬁqg
* Benefits For democracy - transparency, accessibilicy,
accountabiliby
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"CLOUD"” SHOULD BE CONSIDERED AS
PART OF A TECHNOLOGICAL
CONTINNUUM IN WHICH DATA,
PEOPLE, OBJECTS AND SERVICES ARE
PLACED IN THE APPOPRIATE CONTEXT
TO ENABLE CREATIVITY, DEVELOPED
AND IMPLEMENTED THROUGH
COLLABORATIVE METHODOLOGIES
PROMOTING CREDIBLE WAYS TO
PROTECT PRIVACY AND SECURITY IN
ORDER TO ENHANCE CONFIDENCE.
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. Open ¢ Policy Concepts For Cloud

Open Policy

* Transparency * Privacy

* Access * Jecuriby

* Accountabilicy * Rccountabiliby

* Participation " Trust
* Portability * Contract
* Diskributed * JurisdicGion/Rpp. Law
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. Policymaker Myths

* There isr one cloud and it needs to Le regulobed with
one regulobioq

* Please identify the cdoud standard and best practice

* The “€uropean” cloud

* We have no reguloborg experience in cloud

* Cloud portability and cell portability - rame bhqu

. .Cloud means never I-m_owine where your infFormation
is...

* Because coud is on demand, everyone can personalize
their own_ contract

* Granular Individual Control - the Holy Grail
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. Tensions...

* Data U:e/féighp:
* Aneesh Chopra - open government data/innovation
* Morris Chpne - digibol IP/Innovation

° Big Data - Privacy

* Patient-centric care/Privacy

* Rccountability/Cost

. Qegulobion/quovobioq

* Choice/Control - Mass Rpplication

* Local Iow/elobol nebwork

°J ecuribg/lqdieeqou: innovation - business
Flexibilicy/privacy
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. Familior Questions...

* Cloud?
* RQbrsEraction Layer

* Where isr my information?

* Who controls i6?

* Who hars access?

* How is beiqe usred?

* Whois it beiqg shared with?

* Who is Iookjaa out For my interests?
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. Cloud con'\pul:iqg - operational concerns:
the back end

L/

4

* PerPormance/availability/fervice Level
* Jupport

* InGeroperabilicy

. Qudib:/Over:ighb

* Termination/Lock:in

“* Lless Ly de:igq and more by inertia...

“* Role of open standards

“* Portability
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. Cloud con'\pul:iqg - Iegol concerns

\/

** Privacy
v'International data transPers
v Consistent treabment
v'LowPul access issues

* €xport control

* Data breach notification loaws
* Data retention lows

* €-discovery

* Government regulation

“* Jurisdiction/Conflict of Laws
“*Where can| brlne':q action,
“*Under which low™will it be deUdlCQbed
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. Cloud con'\pul:iqg - contractual
concerns

* [Qll of the operobioqal/legol irsues plus -

* Data ownership

* P

* Limitation oFf liability issues

> JLRs

* Indemnities

*J ubcoqbrocbiqg

* Dispute resolution

* Qudits

“*Notice/ consent Por transFer, where applicable
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. Desirable characteristics

* €xtended corporate controls

* Good security/privacy policies, practices and
controlse

* Up-to-date; patched

* 2Ux7x356 service

. ﬂ[oppiqg to Iegol requirements

* «Jools -
* PIR, Qudit reports, Gap Analysis to 2700
* Privacy/Security by De.rigq

* €cosystem [Accountability
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. Coql:rocbiqg Model Considerations

* B2B - hisbory and experience of qegobiobed contracts.
* Works as is
* B2C on the "mass” scale one orgoqizobioq to moany
* Contract levels Cboiloriqe via Fixed cobegorie:)
* Technical controls (Dashboards, Preferencer, Cquigurobioq)
° Loqger-berrq issues of Rairness/abuse may need to be considered as
they arise
* JME to SME/C or C2C
* Llimited experience curve with both cdoud and possibly contracts
* Need guidoqce on concepts and uqder:boqdiqg of appropriate
terms and Punctions (privacy, security, etc)
* Menu-barsed, sector specific, models may help
° angerf of top down or proscriptive specification

* UNCITRAL implied terms example
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. Cloud: Global Perspectives

* EU: Isr your cloud adequate?

* US: What is the state,
nature, purpose and sector of
your cloud?

* Asia: How soon can your cloud
be deployed? Oh and in some
places there are some rules
you need to Follow...

* APEC: We wish you to have
an accountable cloud,
sGronger suggestions Go
Pollontbg" .rh_orgg....

°* And...
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. Current Go Pubure porsitionys...

* (Cloud is not unitary; there is no :iqgle cloud practice
* (loud portability isr based on the aLility to move data in a
useful Form and manner
* This isr an open ssandards/APls issue
*  Cloud interoperability goes to Feature/Punction and is based on,
buriness models asr well as sbandards
* Attempts to enhance interoperability should not diminish product
differentiation or limit innovation
* Coopetition/Competition dichotomy
* (loud ar bechqologg ir esbaLlished and standards are useful, but
how it's used is emgrgine. thus "model” and "best" contracts
and practices may be premature
* The need Por new intermediaries, where evaluation isr not evident
- reputation eqeiqe:
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